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The article highlights the changing role of law in the digital age, as well as the threats to such
fundamental components as the rule of law, human rights and democracy. It is noted that some
technologies and the consequences of their use can outstandingly transform and even replace
the legal rules, which primarily affects justice. The article reveals the implications of the digital
age that can undermine trust in law and public institutions, namely changes in the structure
of communications, dispute resolution, the transition of trust from institutional to "metaphysical”.
The threats to the rule of law arising from the acquisition of normative and governance roles by
digital platforms, as well as from the subtle or direct undermining of human rights, the mismatch
of high rates of technological development and social processes to the slow reaction of democratic
institutions regarding some dangers.

The article questions the argument that technology can cope with the consequences of using
technological tools. Attention is drawn to the dilemma we face when we risk losing democracy
and the rule of law in favor of an effective response to new challenges, or do not have time to
respond effectively, and therefore do not cope with a significant increase in threats. The article
emphasizes that in the digital age there may be an unprecedented crisis of the fundamentals
of society and coexistence, and it will be necessary to find the right balance between old and new,
so that innovation grows and the rule of law does not narrow. Finally, attacks are described
that affect the very essence of law, including mistrust and growing frustration that law and its
mechanisms seem incapable of responding adequately to the challenges of the digital age, as
well as algorithmization and its profound impact on legal relations and understanding of law.
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PaszmeTaeBa FOnisi. Posb npaBa Ta BEpXOBEHCTBO npasa y yngpoBy ernoxy

Y cTatTi BUCBIT/IIOETLCS 3MiHa poJi npasa y UnppoBy ernoxy, a Takox 3arpo3u /151 Takmx QyH-
JAaMeHTaIbHUX CKJ1aAHWKIB, K BEDXOBEHCTBO Mpasa, rnpasa JIiognHN 1a eMOKPAaTis. 3a3HaqyaeTb-
CSl, WO AESKI TEXHOJIOrT Ta Hac/ligKu ix 3aCTOCYBAHHS MOXYTb 3HaYHO BUAO3MIHOBATH Ta MigMiHS-
TV cob0ro npaBoBi paBma, Lo rnepeayciM no3Ha4YaETbCsl Ha NpaBocyali. ¥ cTatri pO3KpnUBarThCs
TaKi imrtikayii UngpoBoi epn, aKi 34aTHI nigipsatv AoBipy A0 npasa Ta rnybaidHux IHCTUTYTIB,
a came 3MiHU 'y CTPYKTYypi KOMyHiKaLisi, BUpILLEeHHS CyrnepeyokK, nepexia AoBipu Bif IHCTUTYLIMHOT
A0 «meTapizanyHoI». AHaNi3yTbCa Taki 3arpo3u A48 BEPXOBEHCTBA MNpasa, Lo BUHMKAKTb BHa-
CcNigoK HabyTTss ungppoBumu naatgopmMamu HOpMaTUBHOI Ta yrnpaB/liHCbKOI posi, @ TaKoX BHa-
CNigoK TOHKOro abo npsiMoro niapvBy rpas JIIOANHN, HEBIAMOBIAHOCTI BUCOKOIro TEMITY PO3BUTKY
TEXHOJIOrIN | CyCrisIbHMX MPOLECIB MOBIIbHIN peakLii AEMOKPATUYHNX IHCTUTYTIB, 1O HE A403BOJISIE
iM MOBHOIO Mipoto 3aCTOCOBYBaTH 3arnobiKHUKN NEBHUM 3arpo3am.

Y cratTi cTaBuThbCS Nig CyMHIB apryMeHT rpo Te, L0 TEXHOJIOTIT MOXYTb CrIpaBUTUCS 3 HacsligKa-
MM 3aCTOCYBaHHS TEXHOJIOMYHUX [HCTPYMEHTIB. 3BEPTAETLCS yBara Ha Awnjiemy, Ka CTaBuTb Hac
nepes Bnbopom, KOJIM MU PU3UKYEMO BTPaTUTH AEMOKPATIIO Ta BEPXOBEHCTBO MpaBa Ha KOPUCTb
egeKkTnBHOI BianoBigi Ha HOBi BUK/IMKU, ab0 HE BCTUIraEMO AaTu L0 e(EKTUBHY BiAnoBiab, i, Big-
roBigHO, He CrpaBJIIEMOCS 3i 3HaYHUM 36i/IbLLIEHHSIM DiBHS 3arpo3. Y CTatTi Haro/oWYyETbCS Ha
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TOMY, WO B UUpPOBY €rnoxy MoOxXe HacTtatu 6esrnpeleseHTHa Kpu3a yHAaMEHTaslbHUX OCHOB
CyCnisibCTBa Ta CrliBICHyBaHHs, v NOTPi6HO 6yAe 3HauTH rnpasu/ibHuUN 6anaHc M CTapyuM i HOBUM,
o6 iHHOBAaLIi 3pocTanu, a rnoje BEPXOBEHCTBA rpaBa HE 3BYXXYyBaJsloCs. HapeLuTi, po3r/isaaroTbCs
araku, SKi 3a4inarTb camy CyTHICTb Npasa, BKJIHOYHO 3 HEAOBIPOIO Ta 3POCTaHHAM po34apyBaHHS,
L0 MpaBo Ta MOro MEXaHiaMu, 31a€TbCs, HECTIPOMOXXHI 8/1EKBATHO pearyBatu Ha BUK/INKN Lingpo-
BOI epy, a TaKoxX anroputmizalisi 1a ii ranbokui BriiMB Ha rnpaBoBigHOCUHMN Ta PO3YMIHHS rpaBsa.
Knroyosi cnoBa: LyngppoBa enoxa, BEpXOBEHCTBO rpasa, npaBo, TEXHOJIOrIT, 4EMOKPATIS.

The digital age is still not well understood,
despite the fact that the impact of its features
on the fundamental pillars of social order,
such as human rights, the rule of law and
democracy, is quite significant. We seem
to have entered a time where technology
affects law more than law affects technology.
In particular, it is quite clear that we are not
coping with the threats to human rights that
voluntarily or unwittingly arise from digital
transformation. We may also not have time
to ride the wave of positive consequences
of this transformation that could contribute
to a better realization of fundamental rights.
As a result, both jurisprudence and legal
theory are often not good enough to offer
a decent response to both types of change,
both threatening and promising. It seems
that one should take into account such
implications of the digital age that affect all
three fundamental pillars, changing both
the way individuals act and communicate in
the private and public spheres, as well as
public decision-making and relationships
with institutional trust. In order to analyze
the extent and depth of these changes, this
article focuses role of law and its important
foundation such as rule of law faced the
digital age challenges and treats.

When technologies and their consequen-
ces (or their owners and beneficiaries)
change or replace legal rules, this can affect
the law as a whole. The growing gap between
legal and technological reality is becoming
increasingly threatening. As Lon L. Fuller
wrote, “Law, as something deserving loyalty,
must represent a human achievement; it
cannot be a simple fiat of power or a repetitive
pattern discernible in the behavior of state
officials. The respect we owe to human laws
must surely be something different from the
respect we accord to the law of gravitation”
[1, p. 632]. But if law is gradually replaced by
rules of a different kind, and justice processes
are replaced by purely technological tools for
appealing decisions, this negatively affects
respect for and trust in law.
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Under the influence of the implications
of the digital age, there is a substitution of
fundamental openness with illusory freedom
in cyberspace, changes in the structure of
communications, resolution of disputes, a
shift in trust from the institutional (when we
trust legitimate public institutions) to the
“metaphysical” in the sense of its abstract
and even somewhat groundless nature (when
we trust technologies as such, the platforms
that promote them and the companies that
produce them). Into the digital age “we are
facing not only with the transformation of the
structure of experience, but with the loss of
experience as such, and the unprecedented
crisis of law in today’s world is perhaps the
most alarming symptom of this process”
[2, p. 135]. Changes occur both in the
structure of individual experience and in
general. Changes also take place in society
as such, reflecting on public practices and
procedures for making public decisions.

This transformation is also taking place
against the backdrop of a general crisis of
important values and institutions, including
the rule of law. Brian Z. Tamanaha points
out that the instrumental mindset towards
law is becoming more and more influential,
and this in itself is dangerous, since “an
instrumental view of law means that law -
encompassing legal rules, legal institutions,
and legal processes - is consciously viewed
by people and groups as a tool or means
with which to achieve ends” [3, p. 5].
Perhaps this danger is all the more serious
in the digital age, the more instrumentally
we perceive reality, getting used to relying
on accessible and convenient digital
technologies, on the one hand, and ceasing
to question complex issues, lost in endless
streams of contradictory and often simplified
information, on the other.

One of the major challenges to the rule
of law in the digital age is the normative
and governance role of digital platforms.
Formally belonging to the private sector,
they are increasingly obliging and powerful,
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while not being bound by the constraints
of the public sector. This manifests itself,
for example, in an online environment that
seems to be decentralized and free, but in
fact a significant part of it is divided among
the most influential platforms. According to
Nicolas Suzor, “the rule of law framework
provides a lens through which to evaluate
the legitimacy of online governance and
therefore to begin to articulate what limits
societies should impose on the autonomy of
platforms”[4]. He proposes three criteria that
should be applied to platform management,
namely (1) making decisions according to a
set of rules, and not in a way that is arbitrary
or capricious; (2) consistency and equality
in the application of these rules and their
clear, stable and understandable nature;
(3) adequate due process safeguards,
including an explanation of why a particular
decision was made, and some form of appeal
process allowing for an independent review
and a fair dispute resolution [4]. However, in
order to put platforms and companies in such
a framework that is more characteristic of
public institutions than private or pretending
to be such, a major change in the rules of
the game is needed. This applies both to the
regulation of the activities of private actors
who are the owners or main beneficiaries of
certain technologies. This also applies to the
desire of the actors themselves to adhere
to a new ethical and legal framework, and
not to seek profit in vulnerabilities, including
gaps in the legal field.

Another challenge to the rule of law
is what is happening to human rights in
the digital age. Describing rule of law
interpretations JesuUs Fernandez-Villaverde
emphasizes that “a thick interpretation of the
“rule of law” adds a number of substantive
commitments to the formal conditions of the
thin interpretation, in particular, the respect
for individual liberties” [5, p. 23]. Respect
for individual rights and freedoms cannot
be ensured by the power of the state alone.
It grows out of several sources: mutual
individual recognition, values cultivated in
society, proper institutions and procedures,
not just legal ones. The subtle undermining
of human rights in the digital age also
stems from several sources: a change in
communication style leading, among other
things, to being trapped in opinion bubbles
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and the subsequent rejection of otherness,
doubts about shared values amid growing
populism and polarization, weakening of
public institutions due to poor coping with
new challenges and significant changes
in procedures, primarily automation and
algorithmization. More direct threats to
human rights are the ineffectiveness or low
efficiency of mechanisms for their protection
(for example, online), discrimination due
to digital transformation (for example,
improving access to public services for some
groups and making access more difficult for
others), the erosion of certain fundamental
rights due to the activities of companies
(for example, privacy and freedom of
expression).

It should be noted that numerous attempts
are being made to improve the human rights
situation. The Declaration on European
Digital Rights and Principles, proposed
26 January 2022, is one of the attempts to
overcome these challenges. Among other
things, this document affirms the need of
further strengthened of the democratic
oversight of the digital society and economy,
in full respect of the rule of law principles,
effective justice and law enforcement [6].
At the same time, connecting the oversight
of the digital society with the requirements
of the rule of law could be difficult. There
could be a very thin line here between
democratic oversight and non-democratic
control. Digital cameras on the roads and
streets were originally something to improve
safety and make traffic more manageable.
However, the number of cameras, the
degree of recognition of details by them,
the continuity of observation of people in
all corners of the conditionally public space
today force us to reconsider the previously
permitted use. More alarmed voices say
that the step from the pursuit of security to
digital surveillance is very short.

Another challenge to the rule of law could
be what Kebene Wodajo called “digitally
mediated injustice” [7]. This is especially
important in administration of justice.
On the one hand, the use of digital tools
and, above all, intelligent algorithms can
improve access to justice, reduce the cost
of legal proceedings, reduce the time for
consideration of simple cases, and even
increase impartiality. On the other hand, the
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digital divide, algorithmic discrimination and
errors in technology can significantly impair
access to and administration of justice for
both individuals and social groups. A similar
situation develops in the field of public
services. In particular, the development of
technological tools “including the expansion
of digital government, the use of artificial
intelligence, and the ability to collect and
analyze big data, promise to make public
sector organizations leaner, more efficient,
and more responsive to citizens’ needs” [8].
At the same time, some needs of citizens
may not be taken into account in automated
processes, and any problem, beingembedded
in algorithmic decision making, can multiply
many times over.

The common arguments in favor of
technology from the owners of digital tools
and platforms is the one that claims that “new
technologies can solve the very problems
they create” [9]. This argument seems to
us at least simplistic, for two reasons. First,
technology is not some magical artifact that
automatically fixes what it has done. Second,
the consequences of the introduction and
deployment of technologies can be poorly
predicted and not tracked in time until
their negative effect becomes devastating.
Particularly in the early days of social media,
it was difficult to foresee that they would have
such an overwhelming influence on opinion
formation, that it would be possible to predict
political preferences through profiling, or to
successfully sell products people really don’t
need rightin their own blog feeds. In addition,
technologies do not fall on our heads from
the sky again, like some kind of magical
gifts. They have creators, developers and
customers, and in this sense, technologies
repeat the shortcomings of these creators,
developers and customers, in whole or in
part, intentionally or unintentionally.

Undoubtedly that technologies in the
digital age is advancing incredibly fast,
in some ways making it impossible for us
to foresee some of the consequences.
The signs of the digital age are this rapid
development, as well as the accelerated
pace of life of individuals and society. At
the same time, as rightly noted, a high-
speed society “is governed by a slow-motion
democracy” [10]. This collision creates a
dilemma when “either the political system

speeds up decision making at the cost of
(slow) democracy (option 1), or it holds on
to slow democracy at the cost of problem
solving (option 2)” [10]. Thus, we either
risk losing democracy in favor of an effective
response to new challenges, or we do not
have time to give this effective response
and, accordingly, the threats to democracy,
as well as to human rights and the rule of
law, are greatly increased.

Anunprecedented crisisinthe fundamental
foundations of society, such as democracy,
human rights and the rule of law, as well as,
to some extent, personal value foundations,
this is what we may be facing in the digital
age. This, in turn, may create a temptation to
act in an efficient rather than legal manner.
As 1. Portela rightly pointed out, “the
government’s seizure of discretion creates
a ratchet effect whereby the discretion and
exceptions to the rule of law made during
the crisis ossify and never return to pre-
crisis levels” [11, p. 118]. Indeed, we could
see that those legal foundations and public
institutions that have passed the test of time
and trust do not seem to be good enough in
thedigital age. Yetitisincredibly predominant
not to deviate from the foundations that we
understand as fundamental to our common
coexistence.

It is important that the crisis mentioned
above came into the digital age incredibly
quickly. Where previously strengthening
institutions, improving their quality and
credibility could help, if we recall at least
the success of some post-totalitarian states
that returned to or developed democratic
governance and ways of life based on human
rights, now this strategy no longer seems to
work. As noted, "Just like culture, institutions
change only slowly, but the time frame with
which institutions change is generally much
shorter than that of culture” [12, p. 112].
Remarkably, that almost all attempts at
institutional change look slow, clumsy and,
more importantly, insufficient in our digital
world, where the pace of life, decision-
making, innovation and socio-cultural change
have accelerated significantly. Therefore, we
will need to find the right balance between
old and new, so that innovation grows and
the rule of law field does not shrink.

Last but not least, what we should pay
attention to is the essence of law and the
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rule of law, which also seems to be under
attack. The first source of these attacks is
on the surface and stems from a growing
frustration that the law and its mechanisms
seem incapable of responding adequately to
the challenges of the digital age. The second
source is deeper, these are groundwaters that
are almost imperceptibly eroding the soil,
and this is what will be the strongest threat
in the coming years - an algorithmization.
The number and influence of artificial
agents included in all levels and types of
relationships has increased significantly in
the last few years. This creates a situation
where we begin to rely more and more
on such agents to make both every day,
and more complex choices. Moreover, the
ingrowth of smart algorithms into all spheres
of private and public life makes it increasingly
impossible to refuse them, even if at some
point it turns out that the harm far outweighs
the benefit. Algorithmization also gradually
affects not only legal relations, but also how
we understand law. Algorithmization also

gradually affects not only legal relations, but
also how we understand law. For example,
this is evidenced by the many times increased
attempts to measure and subsequently
improve justice, democracy, the rule of law by
decomposing them into some mathematical,
machine-readable components.

Exploring the deep roots of the rule of law,
Jerg Gutmann and Stefan Voigt offer a new
indicator of this based on “a weighted sum
of the four subindicators with “checks and
balances”, “standards in law enforcement»
and ‘“impartiality in law enforcement”
each given one third of the weight of
the subindicator for “universalizability”
[13, p. 71]. However, no matter how
successful we are in measuring and weighing
the rule of law, there is something in it that
is difficult to quantify, the spirit of law in
other words. Preserving this spirit of law in
the face of the unpredictable threats of the
digital age is the common task of scholars,
lawyers and legal philosophers, law makers
and legislators.
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