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There is researched the scientific and regulatory model of protection of secrecy of phone
calls in the criminal proceedings and the legislation of Ukraine on operative and investigative
activities in the article. There are also revealed the problems of legal regulation in this area,
researched the experience of foreign countries, and developed scientifically grounded proposals
for improving the current legislation of Ukraine.

It is substantiated that the secrecy of phone calls covers not only the content of information
transmitted by transport telecommunication networks, but also information about incoming
and outgoing connections of a particular subscriber (information about subscriber’s numbers
(IP-addresses) with which the connection was made, date, time, total call duration in seconds/
minutes/hours, call type, total number of connections recorded during the specific time period,
International Mobile Equipment Identity (IMEI) etc.

It is argued it is not necessary to be limited by conducting such procedural action as collecting
information from transport telecommunications networks only by investigations of grave crimes
or crimes of special gravity. The need for it may appear during the investigation of crimes
of medium gravity.

There are identified some shortcomings of the current legislation of Ukraine in determining
the executor of collection of information from transport telecommunications networks. The ways
to eliminate these shortcomings are proposed.

There are developed the amendments and additions to the current legislation of Ukraine,
according to which the possibility of extrajudicial restriction of the right to secrecy of phone calls
should be excluded. In return, the time for immediate consideration by the judge of a permission
request for conducting covert investigative (detective) action should be as short as possible. In
particular, it can be reduced from six to two hours.

It is proposed to provide a procedure for mandatory informing a person about the temporary
restriction of his/her constitutional rights in the law of Ukraine "On Operative Investigation
Activity”.

Key words: secrecy of phone calls, right to respect for private life, communication channels,
transport telecommunication networks, collecting information, secrecy of correspondence,
restriction of constitutional rights.

Pyaeii BnagmcnaB. TaeMHNUA TesnepOHHNX PO3MOB y KPMMIHA/ZIbHOMY npoueci
Ta 3aKOHO[aBCTBi YKpaiHN rnpo ornepaTtnBHO-PO3LLIYKOBY Aisi/IbHICTb

Y cratTi fOCniAXKYOTBCS HayKoBa i HOpMaTuBHa MOAE/Ib OXOPOHN TAEMHULII TENEGHOHHUX PO3-
MOB Yy KPpUMiHa/lbHOMY [pOLECi Ta 3aKOHOAaBCTBI YKpaiHu rnpo ornepaTtuBHO-PO3LLIYKOBY Ais/ib-
HICTb, PO3KPUTO rpobsieMu rpaBoBOro pPEryaBaHHS y Uik cchepi, BUBYEHO AOCBIA 3apybiKHUX
KpaiH, po3pobs1eHO HayKoBO 06rpyHTOBaHI npono3unyii 4715 BAOCKOHaIEHHS YMHHOIO0 3aKOHO4aB-
CTBa YKpaiHu.

O6rpyHTOBaHO, O TAEMHULS TE/1€(OHHUX PO3MOB OXOIJIIOE HE auLe 3MICT iHgpopmadii, Lo
rnepeaacTbCs TPAHCNOPTHUMU TEJIEKOMYHIKaLIiIMHNMMN MEPEXAMM, a TAKOX IHGopMaLito nNpo BXigHI
Ta BUXIigHI 3’€AHaHHSI KOHKPETHOro aboHeHTa (BigoMOCTi Npo aboOHEHTCbKI HoMepu (HoMmepu Tesie-
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¢oniB (IP-aapecun), 3 skumu BigbyBasioCb 3’€4HaHHs, AaTy, 4ac, 3arajbHy TPUBasiCTb Neperoso-
piB y CeKyHAax/XBuanHax/roguHax, Tnn 43BiHKa, 3arasibHy KiJlbKiCTb 3a(iKCOBaHMX 3a BKa3aHui
MPOMIKOK HYacy 3’€HaHb, MiXXKHapoAHuN iaeHTugikatop mobinbHoro obaaaHaHHs (IMEI) Touyo.

ApPryMeHToBaHoO, L0 He BapToO 0O6MeXXyBaTnCsl NPOBEAEHHSIM TaKoi rNpoLecyasibHOI 4il K 3HATTS
iHGopmaLii 3 TpaHCOPTHUX TENIEKOMYHIKaUIMHNX Mepex Jmiie nif 4ac po3C/igyBaHHS TSXKKUX
i 0CO6INBO TSXKKUX 3/104UHIB. HEOOXIAHICTL Yy IT NpOBEeAEeHHI MOXE BUHUKHYTU | B X04i po3cigy-
BaHHS 3/104MNHIB CEPEAHBLOI TIXKOCTI.

BusasneHo Hefo/1ikn YNHHOIO 3aKOHOAAaBCTBA YKpaiHn B 4aCTUHIi BU3HaYEHHS BUKOHABLS 3HAT-
T iHopmaLii 3 TPaHCIOPTHUX TEIEKOMYHIKaLUifHNX Mepex. 3arporoHOBaHO LISAXU YCYHEHHS
BKa3aHux HeAoIKIB.

Po3pobsieHO 3MiHM | AOMNOBHEHHSI 4O YMHHOIO 3aKOHOAABCTBa YKpaiHu BigrnoBiAHO A0 SIKUX
MOXX/INBICTb 103aCy/0BOro rnopsaky o0bMexXeHHs rpaBa Ha TaEMHUUIO Tes1e(pOHHUX pO3MOB Mae
O6yTH BUKJIIOYEHa, HAaTOMICTb Yac AJ151 HEBIAKNGAHOIro po3r/isay Ciiguum Ccyaaero K0ornoTaHHs rnpo
HajaHHs [03BOJ1y Ha MPOBEAEHHS HerjacHuxX Ciguynx po3LyKOBuX Ai Mae byTn MakcuMasabHO
KOPOTKUM. 30KpeMa, HOpMaTUBHO MOro MOXHa CKOPOTUTU 3 LUECTU A0 ABOX MOAMNH.

3anpornoHoBaHo nepeabaynTy npoueaypy 060B’s13K0BOro iIH(popMyBaHHs 0cobu rpo TumMyacose
06MEXEHHS iT KOHCTUTYLINIHUX NPaB y 3aKoHIi YKpaiHu «1po onepatuBHO-pO3LLYKOBY JiSJIbHICTb>.

KnrouoBi cnoBa: taeMHULS Tesle(hOHHUX PO3MOB, NpaBo Ha rosary [0 NMpuBaTHOMo XUTTS,
KaHan 3B’SI3KY, TPaHCMOPTHI Te/eKOMYHiKaLikiHi Mepexi, 3HATTS IHpopMaLlii, TaEMHULSI KOpec-
rNoHAEHL I, 06MEXEHHSI KOHCTUTYLiINMHUX pas.

The Article 31 of the Constitution of Ukraine - the limitation of the scope of crimes
says: “Everyone shall be guaranteed privacy during the investigation of which or where
ofhiscorrespondence, telephoneconversations, the restriction of this constitutional right is
telegraph, and other communications. allowed, is considered as controversial;
Exceptions shall be established only by court - there are the legislative inconsistencies
in cases stipulated by law for the purposes on determining the executor of such covert
of preventing crime or ascertaining the truth  investigative (detective) action as collecting
during the investigation of a criminal case, if it  informationfromtransporttelecommunications
is not possible to obtain information by other  networks;
means” [1]. - it is not determined the mechanism

The importance of a person’s right of informing the person against whom
to secrecy of phone calls determines the restrictive measures were carried out
the constant attention to it by scientists during an operative investigative measures.
and practitioners. It was paid attention The purpose of the articleisa comprehensive
by both Ukrainian and foreign researchers theoretical analysis of the legislation of Ukraine
to some aspects of the restriction that determines the procedure for restricting
of a person’s right to privacy during the rights of a person to secret of phone calls;
the covert investigative (detective) actions identifying shortcomings of legal regulation
and operative investigation measures. takinginto accountthe Constitution of Ukraine,
However, despite scientific developments on  the practice of the European Court of Human
this topic, the issue of restricting a person’s  Rights, the experience of foreign countries
right to secrecy of phone calls has not been and the formation of scientific proposals for

sufficiently researched. improving provisions of current legislation
Scientific processing of scientific sources of Ukraine.
and current norms of legislation which The analysis of content of the

determine the procedure and organization provisions of the Criminal Procedural Code
of information collection from transport of Ukraine (hereinafter - CPC of Ukraine)
telecommunication networks indicates [2] and of Instruction on the organization
a number of shortcomings. In particular: of covert investigative (detective) actions

- the normative definition of the concept and use of their results in criminal proceedings
of “information” thatis collected from transport  are approved by order of the Prosecutor
telecommunication networks is deliberative; General’'s Office of Ukraine, Ministry

- the legality of the extrajudicial procedure  of Internal Affairs of Ukraine, Security
for restricting a person’s right to secrecy Service of Ukraine, the Administration
of phone calls is doubtful; of the State Border Guard Service of Ukraine,
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the Ministry of Finance of Ukraine, the Ministry
of Justice of Ukraine dated 16.11.2012
N  114/1042/516/1199/936/1687/5 [3]
(hereinafter - the Instruction) allows us to
conclude that under the information collected
from the transport telecommunications
networks we should understand the content
of telephone calls and various types of signals
transmitted by telephone communication,
channels, Internet communication channels,
other data networks.

The Instruction explains that different types
of signals are signs, written text, images,
sounds, messages of different types, which
are transmitted via SMS, MMS, facsimile
and modem communication, etc. That means
that a signal is an information storage used
to transmit messages in a communication
system.

From the content of provisions of the
CPC of Ukraine and the Instruction it
follows that the “information” transmitted
by the communication channel covers only
the content of phone conversations. However,
the data about the fact of subscriber’s
connection are still out of consideration of legal
regulation.

This raises the question of whether obtaining
information about the fact of connection
of the subscriber, taking into account the date,
time and duration, as an ‘“interference” in
a person’s privacy.

P.F. Scott argues that obtaining personal
data wusing IMSI (International Mobile
Subscriber Identity) is not “interference” in
his/her private life, because the use of IMSI is
aimed at collecting metadata of the subscriber,
but not his/her identity [4, p. 364-368].

It seems to us that any information entered
into the telephone is transmitted by telephone
connection, and the subscriber’s metadata
must be protected by Article 8 of the European
Convention on Human Rights.

Such position corresponds to the position
of the Plenum of the Supreme Court
of Ukraine, which in the resolution “On
some issues of using by courts of Ukraine
in getting permits for temporary restriction
of certain constitutional rights and freedoms
of human beings and citizen during operative
investigation activities, inquiry, pre-trial
investigation” dated of 28 March 2008
N? 2 clarified that the information taken from
the communication channelsincludes data both

on the interconnection of telecommunication
networks and on the content of the information
transmitted by the communication channel.

The legal provisions of Ukraine determining
the procedure for restricting a person’s right
to secrecy of phone calls should be agreed
with the practice cases of the European Court
of Human Rights. In particular, the position
of the European Court of Human Rights,
which in 1984 in the case of “Malone v.
the United Kingdom,” (see paragraph 56,
paragraph 83, paragraph 84) noted that
information on dialed numbers, taking into
account the time and duration of each call, is
an integral part of telephone calls. Paragraph
84 of this resolution states: “...The records
of metering contain information, in particular
the numbers dialled, which is an integral
element in the communications made by
telephone. Consequently, the release of that
information to the police without the consent
of the subscriber also amounts, in the opinion
of the Court, to an interference with a right
guaranteed by Article 8” [5].

In our opinion, the secrecy of phone calls
covers not only the content of information
transmitted by transport telecommunications
networks, but also information about
incoming and outgoing calls of a particular
subscriber (information about subscriber
numbers (phone numbers (IP - addresses)
the connection made by, date, time, total call
duration in seconds / minutes / hours, call
type, total number of connections recorded
during the specified time period, International
Mobile Equipment Identity (IMEI), etc.

Criminal procedural legislation of Ukraine,
as well as the legislation of other countries
such as Poland [6, p. 14], Kazakhstan [7]
and others provide in urgent cases out-of-
court procedure for restricting a person’s right
to secrecy of phone calls, with subsequent
obtaining a court sanction.

Thus, Part 1 of Article 250 of the CPC
of Ukrainesstipulatesthatin urgent casesrelated
to saving lives and preventing of a serious or
especially serious crime, collecting information
from transport telecommunications networks
may be initiated before judge’s decision by
order of an investigator agreed upon with
a prosecutor. In such case, the prosecutor
is obliged immediately to apply to
the investigating judge after the beginning
of such covert investigative (detective) action.
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However, the provisions of the CPC
of Ukraine on the out-of-court procedure for
conducting this covert (investigative) detective
action do not correspond to the Fundamental
Law of Ukraine. Article 31 of the Constitution
of Ukraine provides only the judicial procedure
for restricting the right to secrecy of phone
conversations, and Article 64 of the Constitution
of Ukraine states: “Constitutional human
and civil rights and freedoms shall not be
restricted, unless a restriction is stipulated by
the Constitution of Ukraine”.

In addition, the European Court
of Human Rights in paragraphs 55 and 56
of the resolution “Klass and Others v Germany”
determined that the law must provide reliable
and effective guaranties against abuses,
which include permission to restrict the right
to secrecy of phone conversations after
receiving a judge’s decision. In particular,
paragraph 55 of this judgment states: “One
of the fundamental principles of a democratic
society is the rule of law, which is expressly
referred to in the Preamble to the Convention
(see the Golder judgment of 21 February
1975, Series A no. 18, pp. 16-17, parag-
raph 34). The rule of law implies, inter
alia, that an interference by the executive
authorities with an individual’s rights should
be subject to an effective control which
should normally be assured by the judiciary,
at least in the last resort, judicial control
offering the best guarantees of independence,
impartiality and a proper procedure”. At
the same time, paragraph 56 states: “The
Court considers that, in a field where abuse
is potentially so easy in individual cases
and could have such harmful consequences for
democratic society as a whole, it is in principle
desirable to entrust supervisory control to
a judge” [8].

We believe that the limits of acquaintance
with personal life through wiretapping should
be as restrictive as possible, and the procedure
for restricting the right to privacy should
be clearly regulated by law. Therefore,
the possibility of extrajudicial restriction
of the right to secrecy of phone calls should
be excluded; instead the time for immediate
consideration by the investigating judge
of the request for permission to conduct
a covert investigative (detective) action should
be as short as possible. In particular, it can be
reduced from six to two hours.

The position of the domestic legislator,
and also well-known Ukrainian and foreign
researchers (B.T. Bezliepkin, E.A. Dolya,
V.M. Zhukovskiy, Ie.Iu. Zakharov,
I.L. Petrukhin, D.B. Sergeieva) is correct that
the restriction of the right to secrecy of phone
calls is allowed in criminal proceedings for
grave crimes or crimes of special gravity.

At the same time, in our opinion, such
procedural actions should not be limited to
the investigation of grave crimes or crimes
of special gravity. The need for them may arise
during the investigation of crimes of medium
gravity. For example, crimes against National
Security of Ukraine, which are provided in
Parts 2 and 3 of Article 109 of the Criminal Code
of Ukraine “Actions aimed at forceful change or
overthrow of the constitutional order or take-
over of government” and Part 1 of Article 110
of the Criminal Code of Ukraine “Trespass
against territorial integrity and inviolability
of Ukraine” are referred by the legislator to
the category of medium gravity.

It is also worth drawing attention to
the inconsistencies in the current legislation
of Ukraine in the part of determining
the executor of the specified covert
investigative (detective) action.

Thus, in accordance to the Part 4 of
Article 263 of the CPC of Ukraine, the
collecting information from transport tele-
communications networks is entrusted
to authorized units of the National Police,
the National Anti-Corruption Bureau of
Ukraine, the State Bureau of Investigations
of Ukraine and the Security Service of Ukraine.

However, the Paragraph 3.5 of the
Instruction on the organization of covert
investigative (detective) actions and the use
of their results in the criminal proceedings
approved by the Order dated 16 of November
2012 N° 114/1042/516/1199/936/1687/5
stated that the above covert investigative
(detective) action is entrusted only to
the relevant units of the internal affairs bodies
and the Security Service of Ukraine.

The reason of such inconsistencies is that
there was reworded the Article 263 of the CPC
of Ukraine by the Law of Ukraine N2 187-IX
dated 4th of October 2019. At the same time,
the content of the provisions of Instruction
remained unchanged.

TheCriminal Procedurallegislationof Ukraine
provides the informing persons against
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whom the covert investigative (detective)
actions have been carried out. The provision
of Paragraph § 101 of the German Code
of Criminal Procedure (StrafprozeBordnung)
and Article 135 of the Criminal Procedure
Code of the Republic of Moldova also provide
such a possibility.

At the same time, the Law of Ukraine “On
Operative Investigation Activity” [9] does not
contain provisions that provide the possibility
of notifying persons whose constitutional
rights were temporarily restricted during
the “collecting information from transport
telecommunications networks” as part
of an operational investigation.

The Principal Delegate of the European
Commission of Human Rights expressed his
view that the right of everyone to be informed
within a reasonable time period of any secret
measure taken against him by publicauthorities
interfered with his rights and freedoms was
guaranteed by the Convention. He considers
that this right is not contained in the clear
provision of the Convention, but the conclusion
that it exists inevitably follows from it.

In particular, paragraph 31 of the judgment
of the European Court of Human Rights
“Klass and Others v Germany” states: “...
In his view, the alleged violation related to
a single right which, although not expressly
enounced in the Convention, was to be
derived by necessary implication; this implied
right was the right of every individual to be
informed within a reasonable time of any
secret measure taken in his respect by
the public authorities and amounting to
an interference with his rights and freedoms
under the Convention”. [8].

The analysis of scientific  works
of A.V. Burylova, Ye.Yu. Zakharova, M.I. Kos-
tina, D.B. Sergeieva and A.K. Utar-

baieva testified that there is the need to
inform persons that their right to secrecy
of correspondence, phone calls, telegraph
and other communication was restricted.

In our opinion, the Law of Ukraine “On
Operative Investigation Activity” should
be expected the procedure of mandatory
informing a person about the temporary
restriction of his/her constitutional rights.
Duringacollection ofinformationfromtransport
telecommunication networks, it is restricted
the right to secrecy of phone calls not only
of the person specified in the court decision, but

156

also of a third person whose name is absent in
the court decision and whose right to privacy is
also restricted. An uninvolved and uninformed
third person is without protection because he/
she cannot know that his/her constitutional
rights have been restricted. In such case,
this person would have a real opportunity
to appeal the relevant actions of units that
make operative and investigative activities
and effectively use the mechanism of judicial
protection of their rights.

Finally, summarizing the above material,
it should be emphasized that in the Criminal
Procedure Regulation of restricting a person’s
right to secrecy of phone calls there are
shortcomings that need to be addressed to
preventillegalencroachmentontheinviolability
of this right.

The legislative definition of the concept
of “information” collected from transport
telecommunication networks needs to be
clarified. In our opinion, the “information”
for which the court’s permission must be
obtained should be understood as: the content
of information that was transmitted through
the communication channel; information
on incoming and outgoing connections
of a specific subscriber (information on
subscriber numbers (IP - numbers) with which
the connection was made; date, time, total
duration of calls in seconds; call type; total
number of connections recorded for a specific
time period; International Mobile Equipment
Identity (IMEI).

We believe that the restriction of a person’s
right to secrecy of phone calls may occur in
criminal proceedings for crimes of medium
gravity against the National Security
of Ukraine. Therefore, it is proposed that
the Part 2 of Article 246 of the CPC of Ukraine
to be worded as follows: “Covert investigative
(detective) actions are conducted if information
on criminal offence and its perpetrator cannot
be obtained otherwise. Covert investigative
(detective) actions specified in Articles 260,
261, 262, 263, 264 (in part of actions based
on the investigating judge’s ruling) 267, 269,
270, 271, 272 and 274 of the present Code,
shall be conducted exclusively in criminal
proceedings in respect of crimes of medium
gravity, grave crimes or crimes of special
gravity.

The shortcomings of legal regulation
of collecting information from transport
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telecommunications networks include
contradiction and inconsistencies between
the above regulations and the Constitution
of Ukraine.

In order to eliminate the
shortcomings, it is proposed:

- to exclude the Article 250 of the CPC
of Ukraine “Conducting a covert investigative
(detective) action before investigating judge
adopts a ruling”;

- the Part 1 of Article 248 of the
CPC of Ukraine shall be worded as follows:
“Investigating judge is required to consider
the request to obtain permission for
the conducting of a covert investigative
(detective) action within two hours after he
has received such request...”;

- the Paragraph 3.5 of the Instruction
on the organization of covert investigative
(detective) actions and the use of their
results in criminal proceedings approved
by Order of the Prosecutor General’s Office
of Ukraine, the Ministry of Internal Affairs
of Ukraine, the Security Service of Ukraine,
the State Border Service of Ukraine,

above

the Ministry of Finance of Ukraine, the Ministry
of Justice of Ukraine dated 16.11.2012
Ne 114/1042/516/1199/936/1687/5 to
state in the following wording: covert
investigative (detective) activity — collecting
information  from  transport  telecom-
munication networks is assigned only to
the relevant departments of the internal affairs
bodies, the National Anti-Corruption Bureau
of Ukraine, the State Bureau of Investigation
and the Security Service of Ukraine “.

It is proposed to complement the
Article 8 of the Law of Ukraine “On Operative
Investigation Activity” with a new part as
follows: “Persons whose constitutional rights
have been temporarily restricted during
the collecting information from transport
telecommunications networks must be
informed by the prosecutor of restrictive
measures. The specific time of notification
should be chosen taking into account
the presence or absence of a threat to public
safety, life or health of persons, who is involved
in the conduct of such operative investigation
activity".
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